
THE ABCs OF 
GOVERNANCE, 
RISK & 
COMPLIANCE 
FOR YOUR FIRM



Since 1986, IVIONICS Legal Intelligence has developed best practices for 
managing technology operations for law firms and corporate legal 
departments. This framework of best practices enables attorneys to work 
securely from anywhere with 24x7 support. We have reduced administrative 
burdens for our clients with automated time capture and streamlined time 
tracking, allowing lawyers to spend their time practicing law and servicing 
the needs of their clients. 

Respected and trusted for their expertise. IVIONICS considers risk, 
performance & ROI at every stage when working with clients. The company 
reviews business information systems to understand reliability and ensure 
clients receive white glove support 24 hours a day, 365 days a year. Their 
mission is to maximize productivity for every one of their clients.

Experienced. 
Trusted. Reliable.



Meet Your 
Trusted Advisor.

James M. Ahern
Partner & Legal Practice Director
T: 631-352-2456
E: jahern@ivionics.com Scan for my vCard

• Has been working with the legal community for over 35 years

• Enjoys the many successes of watching law firms grow through technology

• Loves how technology has changed the landscape of law firms over the years

• Husband & father of three

• Proud grandfather



To Begin...
• What are policies and why do you need them?

• What is compliance and what types of certifications are available?

• What are the challenges and risks associated with completing insurance, client, and prospective 

security questionnaires?

• What is the GRC Platform, and why do we need it?



Policies
What is a Policy?

A set of procedures or actions followed to execute a task defined by management.

Types of Examples:

1. Hiring

2. Setting up a new employee

3. Employee termination



Policies
Examples of Policies:

1. Network Security Policy

2. Security Incident Response Policy

3. Business Continuity/Disaster Recovery Policy

4. Information Security Policy

5. Privacy Policy

6. Change Management Policy

7. Acceptable Use Policy 

8. Incident Management Policy



Policy & Acceptance Process
1. Determine if a policy is required

2. Outline a policy

3. Document a policy

4. Provide policy to firm management committee

5. Obtain management approval

6. Provide policy to all users for acceptance 



Compliance
What does it mean to be compliant?

What does your law firm have to Adhere to?

“Knowing and understanding what a firm must adhere to, but also being able to demonstrate 

that the firm and its entities have the correct policies, procedures, and controls in place.” 

• Handle credit card information

• Medical records 

• Work with banks

• Insurance requests



Certifications/Frameworks
Examples of certifications:

• SOC II Type 1

• SOC II Type 2

• HIPAA

• GDPR

• PCI

• ISO 27001

• CCPA



Security Questionnaires
Why does your law firm have to complete these?

• Cyber Insurance 

• Clients

• Prospects

• State/Federal

• Competitive 



Security Questionnaires
What are the potential challenges and risks of inaccuracies on your 

questionnaire?

• Legal obligations

• Lose a client

• Lose out on a prospective client

• Cyber Insurance claim denied

• Reputation



GRC Platform
What is a GRC Platform?

A systematic solution that guides a firm through its compliance requirements.



GRC Platform
Components of a GRC Platform

• Policies 

• Risk Register 

• Vendor Management 

• Controls

• Evidence

• Certification by Auditor 



GRC Platform
Policies in the GRC Platform will provide:

• It will recommend the required policies based on compliance requirements

• It will provide the verbiage for each required policy for review

• It will automate the management approval process for each policy

• It will provide the user acceptance of the law firm policies



GRC Platform
Vendor Management in the GRC Platform will provide a:

• Centralized repository for all vendors requirements

• Create regular reviews

• Identify risks

• Understand the security of the vendors

Set owners, vendors & management



GRC Platform
Risk Register in the GRC Platform will provide ways to identify risks to a law firm:

• Choose how to handle these risks

• Mitigate

• Transfer

• Avoid

• Accept

• Assign owners to risk

• Create regular reviews



GRC Platform
Controls the GRC Platform will provide:

• It will recommend the controls required for each policy

• It will automate the approval process for each control in place



GRC Platform
Evidence the GRC Platform provides: 

• It will recommend the required evidence for controls in place

• It will automate the approval process for evidence tracking 



GRC Platform
GRC Platform Auditing Process:

1. Auditor is approved

2. Provide the Auditor with the GRC Platform for review

3. Make any recommended changes by the Auditor

4. Achieve certification 



GRC Platform
Compliance/Certification achievement made easy with a GRC Platform
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