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WHO IS CLEAR
GUIDANCE PARTNERS

We specialize in servicing law firms comprised of less than
. 250 people total and understand that your firm does not
need big law complexity, long term contracts, giant
budgets, or solutions that create more work for your
already busy team. We frequently come in to help unwind
complicated and expensive solutions that work great in big
law, but not for firms your size.

Bolander

Expertise in IT, cybersecurity, and operations (HR, e/billing, Managing

accounting, strategy and more). We offer our services on Partner
flexible terms, with no long-term contracts. We can fill

Interim roles, provide outsourcing of key functions such as

only billing, or even come in and assess parts of your 15+ years supporting IT in law
operations firms, licensed P&C insurance,

cybersecurity focus




CONTENT




 Scary facts bullet point

* Dwell time: 8 days

* Insurance claim: $1.54m

* Ransomware downtime: 22 days
* NIST CSF - a starting framework

* “"Right of boom”



Presenter Notes
Presentation Notes
Sources:
2023 Dwell time https://news.sophos.com/en-us/2023/04/25/2023-active-adversary-report-for-business-leaders/
Claim costs and downtime: https://www.varonis.com/blog/ransomware-statistics
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* [dentify that someone is in your systems

* 24x/ coverage

e Poll Question: Who has 24x7 “butts in
seats” security coverage?




RESPOND

e Communications is KEY

 Cyber Insurance

- « |T is not forensics
Improvements

* Your team is not enough
e Even the AmLaw 100 firms in the room




* The importance of
Recovery Planning

* Recovery time objective (RTO)
* Recovery point objective (RPO)
Improvements

* Split up your systems for RTO/RPO

 After action analysis

Communications

* Insurance and the financial impact




CONTACT INFO

If you have any questions or want more info
please don't hesitate to reach out to me
directly!

Dustm@clear-guidance.com
Phone #:(512) 361-2086
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