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• Choosing the Best Cyber Insurance 
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• Incident Response Planning & Immediate 
Next Steps
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Who We Are - BroCoTec

BroCoTec is a cybersecurity-first, dedicated IT partner for law firms. We help legal 

administrators & attorneys protect their data, streamline operations, and meet 

compliance standards—without the stress of managing technology alone.

From cybersecurity to IT support, we deliver reliable, secure, and cost-predictable 

IT solutions built around the needs of legal professionals.

Our goal? To help your firm stay focused on practicing law—while we handle the 

tech.
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Who We Are – Your Trusted Advisors

Brad and Stephen are cybersecurity and 
legal IT advisors who work hands-on with 
law firms every day. With decades of 
combined experience, they’ve helped 
firms of all sizes—from solo practices to 
multi-office operations—strengthen their 
systems, respond to breaches, and stay 
ahead of ever-changing compliance risks.

They’re not here to sell fear—they’re 
here to provide clarity, practical 
guidance, and real-world insight.
Their mission: to make cybersecurity less 
overwhelming, and to equip legal 
administrators with the tools and 
confidence to protect their firms.
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“Lawyers have a duty to protect 
confidential client information 

and to be aware of evolving cyber 
threats.” 

ABA Cybersecurity Handbook
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YOU Lead the Strategy

As Administrators and Directors of Legal Operations, YOU are the ones held accountable when 

something goes wrong. Cybersecurity today is about more than firewalls – it’s about protecting 

client trust, maintaining compliance, and ensuring firm-wide continuity. 

o Cyber risks are business risks – lost revenue, lawsuits, reputation damage.

o You’ll face the audits, the claims, and the attorneys.

o Your leadership is what ensures that your firm doesn’t just respond to the threats – but 

prevents them.

Cybersecurity & Cyber Insurance: Essential Protection for 

Law Firms
7



Understanding 
Cyber Threats for 
Law Firms

Navigating 

Evolving 

Threats



Understanding the Cyber Threats for 
Law Firms

Poll Question: What is your biggest concern about cybersecurity?

A. Data Breaches

B. Ransomware Attacks

C. Compliance Failures

D. Lack of Staff Awareness



Understanding the Cyber Threats for 
Law Firms

Law firms are prime targets for cybercriminals due to the 

sensitive nature of the data they handle, including client 

records, intellectual property, financial information, and 

privileged legal communications. 
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Evolution of Cybersecurity Threats

1980s

Early Computer Viruses

The early days of cybersecurity began 
with the emergence of computer viruses 
such as the “Brain” virus, which affected 

floppy disks and was one of the first 
known viruses.

1990se

Firewalls and Antivirus

Introduction of firewalls and antivirus 
software, providing critical defenses 

against unauthorized access and 
malware.

2000s

Rise of Malware and Phishing

Surge in malware (e.g. ILOVEYOU worm) 
and phishing attacks emphasizing the 

need for enhanced security measures and 
user awareness.

2010s

Major Data Breaches and Ransomware

High-profile data breaches (e.g. Target, 
Equifax) and ransomware attacks 
highlight the need for robust data 
protection and incident response 

strategies.

2020s

Zero Trust Security Model and APTs

Adoption of the Zero Trust model, 
emphasizing strict access controls and 

verification, alongside the rise of 
Advanced Persistent Threats (APTs) 

requiring advanced threat detection and 
response.
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Understanding the Cyber Threats for Law 
Firms

Types of Attacks

o Phishing

o Business Email Compromise

o Ransomware

o Insider Threats
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Understanding the Cyber Threats for Law 
Firms

Phishing
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1. An illegitimate or 
unfamiliar email address

2. A sense of urgency

3. A generic greeting/salutation

4. Spelling and 
grammar mistakes

5. Suspicious links, 
or links that don’t 
match the destination

6. Unexpected attachments (especially 
.exe files)

http://www.malware.com/hack.php
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6 Ways to Spot a Phishing Email
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Understanding the Cyber Threats for Law 
Firms

Business Email 

Compromise
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Understanding the Cyber Threats for Law 
Firms
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Law Firm Phishing Attack Leads to $2 Million Wire 
Fraud

What happened: 

o Attackers used a business email compromise (BEC) scam to 

impersonate a senior attorney at a mid-sized law firm.

o They tricked an employee into wiring $2 million to a fraudulent 

account, believing it was for a client transaction.
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Law Firm Phishing Attack Leads to $2 Million Wire 
Fraud

Impact:

o Funds were never recovered and the firm suffered significant 

financial loss.

o Clients sued the firm for negligence, further compounding its 

legal troubles.
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Law Firm Phishing Attack Leads to $2 Million Wire 
Fraud

Key Takeaways:

o Phishing and email impersonation attacks are among the most 

common and damaging cyber threats in the legal sector.

o Implementing multi-factor authentication (MFA) and strict 

verification processes for wire transfers could have prevented 

the attack.
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Understanding the Cyber Threats for Law 
Firms

Ransomware
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Grubman Shire Meiselas & Sacks – Ransomware 
Attack (2020)

What happened: 

o This high-profile entertainment law firm, representing 

celebrities like Madonna and Lady Gaga, suffered a 

ransomware attack by the REvil hacking group.

o The attackers stole 756 GB of confidential legal documents and 

demanded a $42 million ransom.
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Grubman Shire Meiselas & Sacks – Ransomware 
Attack (2020)

Impact:

o Client data was leaked on the dark web after the firm refused 

to pay.

o The firm faced severe reputational damage, and high-profile 

clients had their private legal matters exposed.
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Grubman Shire Meiselas & Sacks – Ransomware 
Attack (2020)

Key Takeaways:

o Ransomware attacks are not just about encrypting data—they 

now involve double extortion, where attackers threaten to 

release stolen data if the ransom isn’t paid.
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Understanding the Cyber Threats for Law 
Firms

Insider Threats
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Consequences of a Breach

• Reputational Damage: Loss of 

client trust and business 

relationships.

▪ Operational Disruptions: 

Downtime due to ransomware 

or compromised systems.
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▪ Financial Losses: Legal fees, 

fines, potentially paying the 

ransom, regulatory penalties, 

and lost revenue.

▪ Regulatory Violations: Failure 

to protect client data can lead 

to breaches of ABA Model 

Rules, GDPR, HIPAA, or CCPA, 

resulting in legal consequences.



Legal and Ethical Obligations

As a legal admin, it’s your responsibility to ensure your firm meets booth 

ABA and state bar requirements.

• ABA Model Rule 1.6: Reasonable efforts to 

prevent unauthorized access.

Texas- Specific Guidance

• Rule 1.01: Stay updated on technology to 

represent clients competently.

• Cybersecurity Handbook: Practical tools for 

Texas Attorneys

Understanding Cybersecurity Risks: Protecting Client 

Confidentiality in a Digital Age
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Key Rules and Opinions

.

• Formal Opinion 477R: Secure client 

communication with encryption.

• Formal Opinion 483: Obligation after a 

breach (monitor, respond, notify).





Mossack Fonseca – The Panama Papers Breach (2016)

What happened: 

o Cybercriminals breached the servers of Mossack Fonseca, a 

Panama-based law firm known for its offshore financial services and 

recognized as the world’s 4th -largest provider in the industry

o 2.6 terabytes of client data were leaked, exposing details of 214,000 

offshore companies and revealing tax evasion activities by global elites.
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Mossack Fonseca – The Panama Papers Breach (2016)

Impact:

o The firm faced global scrutiny, lawsuits, and regulatory 

penalties

o It was ultimately forced to shut down in 2018 due to 

reputational and financial fallout.
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Mossack Fonseca – The Panama Papers Breach (2016)

Key Takeaways:

o Poor cybersecurity hygiene – outdated software, weak 

passwords, and unencrypted sensitive data - was a major 

contributing factor to the breach.
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Understanding the Cyber Threats for 
Law Firms

Poll Question: Have you experienced one or more of these 
types of attacks?

A. Yes

B. No



Approximately 29% of law firms reported 
experiencing a data breach, reflecting a 
growing trend of cyber incidents in the 

legal industry. 

2023 Cybersecurity TechReport
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Implementing 
Cybersecurity Best 
Practices

Everyday 

Cyber 

Readiness



Cybersecurity Best Practices

• What are some practices you currently 
are using in your firm?
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Cybersecurity Best Practices

o Strong Passwords & MFA

o Data Encryption & Secure Communication Process

o Endpoint Security & Zero Trust Architecture

o Vendor & Third – Party Risk Management

o Creating Cyber – First Culture in Your Law Firm

o Cybersecurity Awareness Training for Attorneys & Staff

Cybersecurity & Cyber Insurance: Essential Protection for 
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Implementing Strong Password Policies & Multi-
Factor Authentication (MFA)

o Require Strong, Unique Passwords

o Mandate Password Managers

o Enable MFA

o Adopt Passkey & Biometric 
Authentication

o Regularly Update & Rotate Passwords
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Best Practice:

o Weak or reused passwords are a 
primary entry point for cybercriminals.

o 81% of hacking related breaches are 
due to compromised credentials.

o Password “spraying” and brute force 
are commonly used to infiltrate law 
firm networks.

Why It Matters:



o Use End-to-End Encryption (E2EE) for Email & 

Messaging

o Encrypt All Data at Rest and in Transit

o Secure File-Sharing Practices

o Implement Secure Client Portals

o Restrict USB & External Device Usage
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Best Practice:

Data Encryption & Secure Communication Process

o Data in transit and at rest must be 
encrypted to protect against 
unauthorized access and data 
breaches

o Compliance regulations (ABA Model 
Rules, GDPR, HIPAA) requires firms 
to take reasonable steps to 
safeguard client communications

Why It Matters:



o Deploy Endpoint Detection & Response (EDR) 

Solutions

o Implement Device Hardening Policies 

o Enforce the Principle of Least Privilege (PoLP)

o Require VPN & Secure Remote Access 

Solutions 

o Continuous Monitoring & Threat Hunting 
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Best Practice:

Endpoint Security & Zero Trust Architecture

o Law firms can operate in hybrid or fully 
remote environments, which increases 
number of vulnerable endpoints (laptops, 
mobile devices, and cloud services).

o Traditional security models that rely on 
network perimeters are no longer 
sufficient. 

o Zero Trust approach ensures that no device 
or user is automatically trusted.

Why It Matters:



o Conduct Due Diligence on Vendors 

o Require Vendor Security Agreements 

o Enforce Least Privilege for Third-Party Access 

o Monitor Vendor Security Posture 

o Have an Incident Response Plan for Vendor 
Breaches 
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Best Practice:

Vendor & Third-Party Risk Management

o Law firms often work with third-
party vendors for cloud storage, e-
discovery, and legal research, 
expanding the attack surface. 

o Law firms must ensure their vendors 
adhere to stringent security 
protocols.

Why It Matters:



o Executive Buy-In 

o Security Accountability

o Zero Tolerance for Lax 
Security Practices

o Gamify Security Awareness
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Best Practice:

Creating a Cybersecurity-First Culture in Your Law 
Firm 

o Ethical and regulatory obligations (ABA 
Model Rules 1.1 & 1.6) require law firms to 
safeguard client data.

o A strong security culture reduces human 
errors, which are responsible for over 80% of 
breaches (Verizon DBIR).

o Cybersecurity is not just an IT issue – it 
requires firm-wide commitment from 
leadership, attorneys, and staff.

Why It Matters:



Creating a Cybersecurity-First Culture in Your Law 
Firm 

Real World Example: 

An international law firm, Bird & Bird, 
invested in a human risk management 
platform to strengthen cybersecurity 
across its offices.

Over time, they saw a 613% 
improvement in user resilience and an 
80% drop in phishing success rates—
from 9% down to just 1.8%.

The key? Ongoing training, leadership 
support, and a culture that prioritizes 
cybersecurity at every level.
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Cybersecurity Awareness Training for Attorneys & 
Staff

o Train Staff to Identify Phishing 
Attempts

o Mandate Cybersecurity Training for 
New Hires & Annually for ALL Staff

o Simulate Attacks

o Enforce a Clear Reporting Process
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Best Practice:

Phishing remains the #1 attack 
vector—if even one employee clicks 
on a malicious link, the entire firm 
can be compromised.

Why It Matters:



Cybersecurity Awareness Training for Attorneys 
& Staff

Real World Example (Based on Documented BEC Trends): 

A legal assistant at a law firm received an urgent email from a 

"senior partner" requesting a wire transfer for a settlement. The 

employee had completed BEC scam training and reported the 

email instead of processing the transfer—saving the firm from a 

$250,000 loss.
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Cyber Insurance: 
Your Legal and 
Financial Safety Net

Security. 

Stability. 

Assurance.



Leveraging Cyber Insurance & Risk Mitigation

Many insurers now require MFA, endpoint 
protection, and employee security training as a 
condition for coverage. 
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Cyber Insurance: Your Legal and 
Financial Safety Net

Poll Question: Does your law firm currently have cyber insurance?

A. Yes

B. No

C. Not Sure
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Leveraging Cyber Insurance & Risk Mitigation

o Cyber insurance helps firms recover from financial losses due 

to breaches, ransomware attacks, and legal liabilities.

o Many clients now require proof of cybersecurity insurance 

before engaging a law firm.

o Policies are becoming stricter and more expensive – firms must 

meet security requirements to qualify for coverage.

52
Cybersecurity & Cyber Insurance: Essential Protection for 

Law Firms

Why It Matters:



Use Cyber Insurance as a Last Resort

While insurance provides financial protection, it 
should complement preventative security measures, 
not replace them.
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Leveraging Cyber Insurance & Risk Mitigation

Real World Example: 

An organization had cyber insurance 

but lacked proper MFA. After a 

ransomware attack, their insurer 

denied the claim because the firm 

failed to meet basic cybersecurity 

requirements. Implementing proper 

safeguards upfront would have 

prevented financial loss. 
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Choosing the 
Right Cyber 
Insurance Policy

Coverage 

Essentials



Cyber Insurance Policy Must Haves

✓ Data Breaches – Third Party Coverage

✓ Business Interruptions

✓ Regulatory Fines

✓ Ransomware Payments – First Party Coverage

✓ Legal Defense Costs
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Data Breaches

o Investigation Costs

o Notifying Affected Clients

o Credit Monitoring Services

o Forensic Services to Identify the 
Breach

o Data Restoration and Remediation
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What It Covers:

When client data is exposed, the clock 
starts ticking. You’re legally obligated 
to notify clients and mitigate the 
damage quickly. Cyber insurance 
ensures you don’t have to choose 
between doing the right thing and 
protecting your budget.

Why It Matters:

2024
U.S. EXPERIENCED 3,158 DATA BREACHES, 

AFFECTING OVER 1.35 BILLION PEOPLE



Business Interruptions

o Lost Revenue During 
Downtime

o Extra Expenses to Restore 
Operations

o Compensation for Delayed or 
Missed Deadlines
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What It Covers:

If your systems are down – even for a 

few hours – that’s lost productivity, 

missed court filings, and angry 

attorneys. This coverage keeps the 

lights on and the work moving, even 

when disaster strikes.

Why It Matters:



Regulatory Fines

o Fines and Penalties from Regulatory 

Bodies (e.g., HIPAA, ABA rules, state 

bar data requirements)

o Legal Defense for Noncompliance 

Claims

o Costs Associated with Mandated 

Security Upgrades
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What It Covers:

Legal administrators are expected to stay 

ahead of changing compliance standards. If 

you slip—even accidentally—regulators can 

come knocking. This coverage helps protect 

your firm from financial penalties and 

reputation damage.

Why It Matters:



Ransomware Payments

o Ransom Payments (When 

Legally Permissible)

o Negotiation and Response Costs

o System Restoration

o Public Relations Support
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What It Covers:

Ransomware is no longer a rare event – it’s a 
booming criminal business. Even with strong 
defenses, your firm could be a target. This 
coverage ensures you’re not alone in 
navigating a high-pressure, high-stakes 
situation. 

Why It Matters:



Legal Defense Costs

o Defense Costs for Lawsuits 
Brought by Clients, Vendors, 
or Employees

o Settlement Costs

o Court Fees and Expert 
Witness Expenses
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What It Covers:

After a breach, firms often face a second 
wave of pain: legal action. Whether 
you’re accused of negligence or breach 
of confidentiality, cyber insurance helps 
you defend your firm without draining 
its resources.

Why It Matters:



Regularly Review Policy Exclusions

Be aware of what is not covered, such 
as nation-state attacks or negligence-
related breaches.
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Key Take Away

As legal administrators, you're already wearing a 
dozen hats. You can’t afford to add ‘cyber incident 
responder’ to the list. Cyber insurance gives you a 
financial and legal safety net so you can protect your 
attorneys, your firm’s reputation, and most of all—
your peace of mind.
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Incident Response 
Planning & 
Immediate Next 
Steps

Be Ready



Incident Response Planning 

Poll Question: Does your firm have an incident response plan?

A. Yes

B. No

C. Not Sure



Developing & Testing an Incident Response Plan

1. Define Incident Roles & 
Responsibilities

2. Establish a Communication Plan

3. Create Playbooks for Different 
Threats

4. Conduct Tabletop Exercises
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Best Practice:

o Every law firm will experience a security incident at 
some point—being unprepared increases damage and 
downtime.

o ABA Formal Opinion 483 requires attorneys to have an 
incident response plan and notify clients if a breach 
occurs.

o Cybercriminals expect chaos. But with a tested 
response plan, you can lead with control and 
clarity—protecting your attorneys, your clients, and 
your own professional reputation.

Why It Matters:



Developing & Testing an Incident Response Plan

Real World Example: 

A New York law firm suffered a 
ransomware attack that encrypted all 
case files. The legal administrator 

led the firm through its response 
plan, quickly isolating infected 
systems, switching to backups, and 
restoring operations—all within 24 
hours. That’s the difference 
strong leadership makes.
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No Strings Attached Free Cybersecurity 
Assessment

✓One-On-One with Legal-Focused 

Cybersecurity Expert

✓Review Your Current Protections, 

Gaps & Risks

✓Get a Customized Report – Simple, 

Clear, Actionable

✓No Cost. No Commitment. No 

Pressure.

68

https://www.brocotec.com/al

a-cyber-chapter-assessment
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Say Hi to Us at 
ALA Nashville Booth 1030
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Questions?



Thank You
Brad Broussard 

VP of Sales

bbroussard@brocotec.com

Stephen Lake

Chief Operating Officer

slake@brocotec.com
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