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OBJECTIVES OF SESSION

Why do Business 

Continuity and 

Cyber Resilience 

Plans need to be 

written? 

1

Determining the 

state of readiness 

of your Business 

Continuity plans.

2

Determining whether 

you have all the 

necessary or required 

resources in place in 

your BC/Cyber Resilience

 plans.

3

Managing expectations 

of lawyers and staff as to 

awareness/importance of

 the need for documented 

plans.

4



“Any situation that 

threatens the integrity or 

reputation of a firm or 

business, usually brought 

on by adverse or negative 

media attention.”

When BAD Things Happen -  Your Firm’s 
Reputation Is On the LINE



“ORDINARY” CRISIS VULNERABILITY

Death of 

Key 

Individual 

Fire/Floods/

Bad Weather 

Cyber Data 

Breaches/

Ransomware

Workplace 

Violence

Flu 

Outbreak/

Pandemic

Extended 

Power Outage



REASONABLE FORESEEABILITY OF DISASTERS

Potential loss of Revenue, 
Reputation & Clients 

01 It is not a question of “IF”, but 
“WHEN”

02

03

04

Potential Violation of Ethical 
Rules of Law Firm

Potential Professional 
Negligence/Liability



COMMITTEE ON DISASTER 
RESPONSE & PREPAREDNESS

➢ A Lawyer’s Guide to Disaster 
Planning

➢ Preparing Law Firms and Clients 
for Issues in Cyberspace

➢ Formal Opinion 477R (4/11/17)

➢ Formal Opinion 482   (09/19/18)

➢ Formal Opinion 483   (10/17/18)

➢ Formal Opinion 495    (12/16/20)

➢ Formal Opinion 498   (3/10/21)

Lawyers and judges have an ethical 

responsibility for the safety of their employees 

and an obligation to their clients and the people 

of their communities to continue to operate in a 

prudent and efficient manner, even in the 

circumstance of an impending or ongoing 

threat. 

In a policy statement date January 2011, the 

ABA’s Executive Director called for 

institutionalization of a comprehensive 

approach to business continuity across the 

ABA, following federal guidance. 

https://www.americanbar.org/groups/committees/disaster/resources/resources_for_lawyers_law_firms/

INCLUDES INFORMATION:

ABA GUIDELINES & RESOURCES

https://www.americanbar.org/groups/committees/disaster/resources/resources_for_lawyers_law_firms/


INTERNATIONAL ORGANIZATION 
FOR STANDARDIZATION (ISO)

ISO 22301 - standard that specifies security requirements for 
disaster recovery preparedness and business continuity management 

systems (BCMS).

ISO 27001/22 - formally specifies an Information Security 
Management System (ISMS), a suite of activities concerning the 
management of information risks (called ‘information security risks’ in the 

standard).

ISO 27032/35- provides guidance for improving the state of 
Cybersecurity, drawing out the unique aspects of that activity and its 
dependencies on other security domains, in particular: information security, 
network security, internet security and critical information infrastructure 
protection. KNS Consulting, LLC



STATE OF READINESS
OF YOUR BC PLAN

KNS Consulting, LLC

1. A DHS definition of Business Continuity  
“the ability of an organization to take a 
licking and keep on ticking.”

2. Business Continuity plans are living, 
breathing documents, not just a binder 
sitting on a shelf.

3. Maintenance and updating of plans is 
essential - plans should be updated on 
an ANNUAL basis (or more often when 
changes warrant).

4. Testing, Testing, Testing!!!



THE NEED FOR A COMPREHENSIVE WRITTEN
Business Continuity/Cyber Resilience Plan For Any Disaster

New hardware 

or operating 

systems and 

applications  

that are in the 

Cloud

Data 

Breaches and 

Ransomware

Compliance 

issues 

(Client 

audits and 

RFP’s)
Regulatory 

Requirements

(government 

or ISO/NIST 

certification)

Facility and/

or personnel 

changes/moves

/relocation

Changes in 

voice/data 

networks
Changes in 

critical third-

party vendors 

and suppliers

01

02

03

04 06

0705



ESSENTIAL COMPONENTS 
of Written Business Continuity/Cyber 
Resilience Plans
  1. Risk Management Issues 

2. Crisis Communication Systems 

3. Business Impact Analysis

4. Disaster Recovery Plan in place for Technology

5. Continuity of Business – work location options 

6. Written Business Continuity Plan

7. Cyber Resilience Plan including insurance coverage 

information 

8. Crisis Management & Communications Teams

9. Testing Business Continuity  and Cyber Resilience Plans



FIRM INCIDENT
MANAGEMENT PLANS

1. Life Safety Procedures (Procedures for 
evacuation and Shelter-in-Place)

2. Key Contacts - Roles and Responsibilities

3. Emergency Operations Center Information (if 
needed)

4. Specific Documents and Data Needed

5. Damage Assessment Information

6. Restoration and Salvage

7. Insurance Considerations

KNS Consulting, LLC



• Assess Risks (both internal and external)

• Security and Vulnerability Assessments

• Past Disaster Situations/Neighbor Disaster

• Geographic Locations

• Internal Systems or Processes Failures

• Supply Chain Risks

FIRM RISK MANAGEMENT
ISSUES

KNS Consulting, LLC



Telephone 
Tree 

System

Toll-free 
emergency 
number for

all 
employees

Automated 
notification 

systems 
(reverse 911)

Password 
protected 
web page/ 
Dashboard

Test, Test, 
Test and

update all 
systems 

frequently

Using 
Social 
Media

1

Crisis Communication 
Systems
(How You Operate/Communicate 
Becomes Your Own Disaster Plan)

  



FIRM CRISIS MANAGEMENT & 
Communication Plans

• Status Updates

• Media Releases

• All communications to 
interested parties

Identify Crisis 
Management Team

Procedures needed to 
transition from crisis to 
continuity of business 
operations

Ongoing communication 
with building 
management or landlord

All Notification procedures 
(including procedures for crisis 
communication systems)

1

2

3

4

KNS Consulting, LLC



1. Consider size of office to determine how 
many members for team

2. Key admin players in the office

3. People who are willing to volunteer time

4. People who will be calm and authoritative in 
an emergency situation

5. Specific/separate crisis communication team

CRISIS 
MANAGEMENT TEAM

KNS Consulting, LLC



Consistent training for all 
Crisis Team members is essential

TRAINING OF 
CRISIS MANAGEMENT TEAM

KNS Consulting, LLC

Actual 
Drills

Table -Top 
Exercises

Face-to-Face/
On-Line Training

Webinars
Meetings

Exercises 

Phishing and 
data breach 
Simulations



FIRM OPERATIONAL 
RECOVERY PLANS

Prioritization 
structure for 
critical business 
functions (BIA’s)

Procurement of any 
additional needed 
resources and data
• Vital Records
• Critical external 

contacts & suppliers 
(supply chain 

Issues)
• Identification of key 

employees

Response time 
and recovery 
actions for 
functional 
departments  
(Business 
Impact 
Assessments) 
(BIA’s)

KNS Consulting, LLC



Business Continuity Resiliency

Create working group to create 
action plan and make firm 
decisions  (Business Continuity 
Team)

Conduct Business Impact 
Analysis (BIA)

• Determine critical business processes 
within the business and how quickly those 
processes would need to be recovered 
following a crisis (RTO)

• Determine key critical/essential personnel 
and who needs to be in office vs working 
from home

Streamline 
administrative 
procedures based on 
results of Business 
Impact Analysis 



RECOVERY/ALTERNATE 
WORK SITE PLAN

Administration/Logistics

• Alternate recovery location 
infrastructure (including 
options available to firm 
for relocation)

• Determining need for new 
equipment

• Determining need for 
other outside technical 
services

Procedures 
for Alerting 

Declaration of 
need to move to 
new location

1

2

3

KNS Consulting, LLC



• Work remotely from home

• Work from another office or 
location

• Temporary office facilities

• Contract with disaster recovery 
provider 

• (mobile units or alternate 
facilities)

RECOVERY SITE

PLAN OPTIONS

KNS Consulting, LLC

Ultimate goal: providing continuing service to clients



1. Determine IT/DR recovery teams

2. Procedures for necessary resources: (Data location, data 
storage, voice and data communications hardware, all 
other hardware and software, key contacts and 
suppliers, equipment requirements, data backup 
information)

3. Redundancy is important as is knowledge of building 
IT/HVAC systems

4. Procedures for Cyber Security Protection
5. Procedures to redirect phone systems for ongoing 

communications

FIRM TECHNOLOGY/ 
DISASTER RECOVERY (DR) PLAN

KNS Consulting, LLC



Well organized and easily communicated 

 Written Plan should NOT be lengthy

 Lawyer/Staff/Business Partner contact information

 Checklist format (easy to use under stress)

 Items needing updating are easily accessible

 Links to other critical information (appendices)

 Consider both manual and electronic version/app

WRITTEN BUSINESS CONTINUITY PLANS

KNS Consulting, LLC



https://arcticwolf.com/resources/blog/top-legal-industry-cyber-attacks/

https://www.law.com/americanlawyer/2023/06/23/bclp-loeb-loeb-gibson-dunn-and-orrick-reported-data-breaches-in-june/ 

(2021 Verizon Data Breach 

Investigation Report)

636 “Insurance/legal” sector 

saw 636 weekly 

attacks in 2022, a 68% 

increase from 2021. 
(Forbes industry study)

Weekly 
Attacks

2022

36%
Phishing 

was present 

in 36% of 

breaches. 

90% of cyber attacks begin 

with a phishing email. 97% 
of users cannot 

recognize a 

sophisticated 

phishing email.

CYBER BREACH STATISTICS

https://arcticwolf.com/resources/blog/top-legal-industry-cyber-attacks/
https://www.law.com/americanlawyer/2023/06/23/bclp-loeb-loeb-gibson-dunn-and-orrick-reported-data-breaches-in-june/


BUSINESS INTERRUPTION 
AND CYBER INSURANCE
  • Ensure firm/business has enough 

coverage if loss to physical property.

• Determine how to calculate losses/extra 
expenses incurred.

• Elimination period before coverage kicks 
in? Exclusions? (Pandemic exclusions?)

• Understand your cyber coverage – READ 
entire document.  Does your coverage 
come with a “breach coach”?

• Understand any exclusions based on 
actions taken – how data breach occurred.  
Who was responsible?

**Insurance does not cover the loss of clients**



WRITTEN CYBER RESILIENCE PLAN USING 
“NIST” FRAMEWORK:

• PREPARE/IDENTIFY - Identify/Categorize and map the firm’s 

current IT assets and assess infrastructure against potential vulnerabilities.

• PROTECT – Identify current safeguards and documented processes 

to look for gaps in current program.

• DETECT - Prepare for a breach of the firm’s data and ensure a plan is 

in place by assessing current detection systems to determine if they can 
continue to provide a timely response for detection. (SIEM and SOAR 
systems)

• RESPOND - Determine appropriate protocol to expedite containment 

of a cyber data breach as well as eradication, remediation and recovery.

• RECOVER - Ensure plans are in place to test and conduct exercises to 

identify any gaps in organization’s overall cyber incident management and 
resilience plans.



Identify/Categorize and map the 
firm’s current IT assets and assess 
infrastructure against potential 
vulnerabilities.

Identify current 

safeguards and 

documented 

processes/procedures 

are in place to help 

look for gaps in current 

program.

CYBER RESILIENCE 
FRAMEWORK (NIST):

2. PROTECT: 
1. PREPARE/IDENTIFY: 



PREPARE/IDENTIFY:  ASSESS VULNERABILITY 
OF YOUR DATA

• Perform a Risk Assessment using 
NIST/ISO or other relevant standards

• Conduct independent vulnerability scans 
of your servers and workstations at least 
annually

• Verify that software patches are current 
and applied in a timely manner every 
month.

• Force a restore of some random data set 
or file/folders once a month.

• Conduct a cyber audit of your cyber 
insurance coverage



Awareness of the importance of  

cybersecurity and data breaches and 

security needed within firms

Awareness of the importance and  review 

all IT security policies and  technology 

being used in organizations

  
PROTECT:
Resiliency for the Future –Cyber Resilience

Use of technology methods including secure firm 
servers, end to end encryption, multi-factor 
authentication, no public Wi-Fi or personal only 
devices



Prepare for a breach of the 

firm’s data and ensure a plan is 

in place by assessing current 

detection systems to determine 

if they can continue to provide a 

timely response for detection.

Determine appropriate 

protocol to expedite 

containment of a cyber 

data breach as well as 

eradication, remediation 

and recovery. Document, 

Document!!

NIST FRAMEWORK:

4. RESPOND: 3. DETECT:



DETECT AND RESPOND
LONG BEFORE A DATA BREACH OCCURS

• Ensure critical firm documents are in the cloud and stored where 
they are easily accessible

• Most recent Air-Gapped Backup and Server image are stored in 
separate storage locations

• All Firm Admin/IT passcodes/hints are in a private cloud account, 
accessible via smartphones.

• Emergency payroll plans and paper checks available if payroll 
needs to be handled manually

• Formal training on information security/Information Security 
reference cards should be distributed to all users

• Written internal Cyber Resilience plan for data security should be 
part of Business Continuity Plan



STEPS TO TAKE IF DATA BREACH 
OR RANSOMWARE OCCURS
  
▪ Report Claim to Cyber Insurance 

Provider
▪ Contact Breach Coach – ESTABLISH 

PRIVILEGE and MANAGE CLAIM (draft 
engagement letter)

▪ Internal IT Manager and Outsourced 
Technology Provider (if using outside 
vendor) should work together to 
discover source of data breach

▪ Notify Outside legal counsel (if firm 
works with one)

▪ Contact local police and FBI
▪ Document steps and add to written 

plan

**Insurance does not cover the loss of clients**



✓ Reluctance to change how lawyers are practicing law (e-mails, 
collaboration with clients and wire transfer protocol).

✓ Busy work lifestyle – no time to slow down and carefully examine e-
mails and documents sent (this is what the threat actors are hoping 
for).

✓ Cyber criminals are targeting law firms who work with clients that 
have data that can be exposed and money that can be stolen.

✓ Critical to  create education and awareness within law firm to 
ensure everyone understands how easily firm can be compromised.

CYBER SECURITY SAFEGUARDS 
(PHISHING AND BUSINESS E-MAIL COMPROMISE)



5. RECOVERY AND LESSONS LEARNED:

Ensure plans are in place. Test and 

conduct exercises to identify any 

gaps in firm’s overall cyber 

incident management and 

resilience plans.



Kathy Scourby, CBCP, CCRP
KNS Consulting, LLC
(865) 789-7694
kscourby@knsbusinessconsulting.com
www.knsbusinessconsulting.com

Presentation may not be used or reproduced without 
permission – KNS Consulting, LLC
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