
AI, CYBERSECURITY, 
“THE CLOUD”

AND OTHER THINGS THAT GO 
“BUMP IN THE NIGHT”

The Law Firm Administrators Cheat Code



PRESENTED BY

•Charles Phelps
• CEO of Elevatus

• CISSP/Certified Ethical Hacker



THE CHEAT CODE…



ANSWERING THE QUESTIONS YOUR 
STAKEHOLDERS ASK…

AND THE ONES YOU DIDN’T THINK TO 
ASK…
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• AI Implementation: Identifying opportunities and priorities in your law firm



TODAY’S JOURNEY

• AI Implementation: Identifying opportunities and priorities in your law firm

• Cloud Computing Evolution: From On-premise to SaaS, understanding your 
options



TODAY’S JOURNEY

• AI Implementation: Identifying opportunities and priorities in your law firm

• Cloud Computing Evolution: From On-premise to SaaS, understanding your 
options

• Cybersecurity reality check: What you CAN’T see CAN hurt you



TODAY’S JOURNEY

• AI Implementation: Identifying opportunities and priorities in your law firm

• Cloud Computing Evolution: From On-premise to SaaS, understanding your 
options

• Cybersecurity reality check: What you CAN’T see CAN hurt you

• The 4 elements of IT: Building a solid foundation



TODAY’S JOURNEY

• AI Implementation: Identifying opportunities and priorities in your law firm

• Cloud Computing Evolution: From On-premise to SaaS, understanding your 
options

• Cybersecurity reality check: What you CAN’T see CAN hurt you

• The 4 elements of IT: Building a solid foundation

• MSP/MSSP Evaluation: The questions that keep you protected



AIWe are not going to talk 
about what AI is



AIWe are not going to talk 
about what AI can do



AI
We are going to talk 

about how we can help 
you identify what type of 
AI might be of interest to 

your firm.



THE AI CHALLENGE

AI SEEMS 
OVERWHELMING AND 

MYSTERIOUS

EVERY VENDOR CLAIMS 
TO BE 

“AI-POWERED”

DIFFERENT STAKEHOLDERS 
HAVE DIFFERENT 

PRIORITIES

LIMITED BUDGET 
REQUIRES MAKING 

STRATEGIC CHOICES



AI PRIORITY FRAMEWORK
A DATA DRIVEN APPROACH TO AI 

IMPLEMENTATION

DOCUMENT 
REVIEW AND 

ANALYSIS

LEGAL RESEARCH CONTRACT 
MANAGEMENT

LITIGATION 
ANALYTICS

TIME AND BILLING KNOWLEDGE 
MANAGEMENT



THE 100-POINT ALLOCATION METHOD
GETTING STAKEHOLDER BUY-IN 

Distribute to all 
stakeholders: 

Partners, Associates, 
Paralegals, IT, 

Operations

Allocate 100 Points: 
Across all 12 AI 

categories based on 
perceived 

importance/urgency

Aggregate results: to 
identify to 2-3 

priorities

Data driven 
decisions: instead of 
loudest voice wins

Manage 
expectations: with 
clear methodology

Result: Consensus 
driven AI roadmap 
with measurable 
stakeholder input



WHAT THE FORM 
LOOKS LIKE



THE CLOUD
We need to go to the 

cloud… whatever that 
means 



THE CLOUD“The Cloud will save us 
money.”



THE CLOUDThe Truth? It won’t



THE CLOUD

The honest message to partners: 
"Cloud migration is a strategic 
investment in capabilities and 

flexibility, not necessarily a cost-
cutting measure. We're trading 

unpredictable capital expenses 
for predictable operational 

expenses while gaining 
enterprise-grade capabilities."



JUST LIKE THERE 
ARE DIFFERENT 

TYPES OF 
CLOUDS IN THE 

SKY…THERE 
ARE DIFFERENT 

KINDS OF 
CLOUD IN 

TECHNOLOGY

On-premise

Co-location

Infrastructure as a Service (IaaS)

Platform as a Service (PaaS)

Desktop as a Service (DaaS)

Software as a Service (SaaS)
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JUST LIKE THERE 
ARE DIFFERENT 

TYPES OF 
CLOUDS IN THE 

SKY…THERE 
ARE DIFFERENT 

KINDS OF 
CLOUD IN 

TECHNOLOGY

Co-location: You place the servers YOU 
OWN in somebody else’s closet



JUST LIKE THERE 
ARE DIFFERENT 

TYPES OF 
CLOUDS IN THE 

SKY…THERE 
ARE DIFFERENT 

KINDS OF 
CLOUD IN 

TECHNOLOGY

Infrastructure as a Service (IaaS): You RENT 
the servers (AWS or AZURE Virtual Servers)



JUST LIKE THERE 
ARE DIFFERENT 

TYPES OF 
CLOUDS IN THE 

SKY…THERE 
ARE DIFFERENT 

KINDS OF 
CLOUD IN 

TECHNOLOGY

Platform as a Service (PaaS): Managed 
databases for Applications (No Server OS)



JUST LIKE THERE 
ARE DIFFERENT 

TYPES OF 
CLOUDS IN THE 

SKY…THERE 
ARE DIFFERENT 

KINDS OF 
CLOUD IN 

TECHNOLOGY

Desktop as a Service (DaaS): Virtual Desktop 
for users to log into



JUST LIKE THERE 
ARE DIFFERENT 

TYPES OF 
CLOUDS IN THE 

SKY…THERE 
ARE DIFFERENT 

KINDS OF 
CLOUD IN 

TECHNOLOGY
Software as a Service (SaaS): The pinnacle: Application 
delivered via Browser. No backend to manage.



THE CLOUD JOURNEY BENEFITS

REDUCED 
CAPITAL 

EXPENDITURES

PREDICTABLE 
OPERATING 

COSTS

SCALABILITY DISASTER 
RECOVERY

REMOTE WORK 
ENABLEMENT

AUTOMATIC 
UPDATES

Key message for Partners: 
Cloud computing shifts from a cost center to a strategic enabler.



THE 4 ELEMENTS 
OF IT

IT is just about fixing my 
computer, right?



THE 4 ELEMENTS 
OF IT

Support

Infrastructure

Security

Direction



TYPES OF IT 
SERVICE 

DELIVERY

Internal IT Team

Outsourced T&M 
(Full or Partial)

Full Managed 
Services

Co-Managed

Fully Staffed



CYBERSECURITY 
REALITY CHECK

“My IT guy says I have 
cybersecurity…”



THE CYBER-SECURITY PARADOX
WHAT YOU CAN’T SEE CAN HURT YOU

IT SUPPORT IS TANGIBLE: You know 
immediately when e-mail is down, 
the printer won’t print, or systems 
are slow. Good or bad support is 

obvious

CYBERSECURITY IS INTANGIBLE: You 
can’t tell if your protected until it’s 
too late. This creates evaluation 

challenges for administrators.



THE CHALLANGE
How do you evaluate 

something that you can’t 
see working?



CYBERSECURITY 
OBJECTIVES BASED ON 
CURRENT BEST 
PRACTICES



THE QUESTIONS 
YOU SHOULD BE 
ASKING YOUR 
MSP/MSSP

“I didn’t think of that”



CYBERSECURITY 
EXPERTISE

Do you have any 
Cybersecurity 

professionals “On-staff”? 



ESSENTIAL Cybersecurity Certifications:

CISSP (Certified Information Systems 
Security Professional)
• The gold standard for security professionals
• Requires 5+ years of experience
• Covers all domains of cybersecurity
• Shows strategic security thinking, not just technical 

skills

CEH (Certified Ethical Hacker)

• Demonstrates offensive security knowledge
• Understanding of how attackers think and operate
• Critical for incident response and threat hunting



ADDITIONAL Strong Certifications:

CISM (Certified Information Security Manager)
•Management-focused security certification
•Shows ability to develop security programs
•Good for MSPs handling compliance requirements

GCIH (GIAC Certified Incident Handler)
•Specialized in incident response
•Critical for MSPs claiming 24/7 security monitoring
•Shows ability to actually respond to breaches

GSEC (GIAC Security Essentials)
•Broad foundational security knowledge
•Good baseline certification for security staff

Industry-Specific:
•CompTIA Security+ (entry-level, good for junior staff)
•CCSP (Certified Cloud Security Professional) for cloud-focused 

security
•CISA (Certified Information Systems Auditor) for compliance-heavy 

environments



RED FLAGS - Avoid MSPs that only have:

Network+ or A+ certifications (these are IT 
support, not security)

"Microsoft Certified" only (vendor 
certifications alone aren't sufficient)

No certifications but claim security 
expertise

Only sales certifications from security 
vendors



What to ask: "Can you show me the 
specific CISSP and CEH certifications of 
the staff who will be handling our security 
incidents?"

The bottom line: If they're calling 
themselves cybersecurity professionals 
but don't have CISSP or CEH certified 
staff, they're likely just IT support providers 
trying to upsell security services.



WHAT 
MSP/MSSP 
INDUSTRY 

STANDARDS DO 
YOU MEET?

SOC2

CyberVerify

ISO27001

Other



• SOC 2 (Service Organization Control 2) -
The Gold Standard

• What SOC 2 Actually Measures:
• Security - Protection against unauthorized 

access
• Availability - System uptime and operational 

performance
• Processing Integrity - System processing is 

complete, valid, accurate, timely
• Confidentiality - Information designated as 

confidential is protected
• Privacy - Personal information is collected, 

used, retained, disclosed per privacy notice



• Other Important Standards:
• CyberVerify

• Cybersecurity framework compliance
• Developed by insurance industry
• Focus on practical cybersecurity 

implementation
• Good indicator of real-world security 

practices
• ISO 27001

• International security management standard
• Comprehensive information security 

management system
• Shows systematic approach to security
• More common with larger, international 

providers



EXIT STRATEGY 
CLARITY

What happens to 
Passwords (yours) versus 

Documentation (Typically 
theirs) when you leave?




