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Definition of Disaster or Crisis

“Any situation that
threatens the integrity
or reputation of an
agency or business,
usually brought on by
adverse or negative
media attention.”




2025 DISASTERS

WILDFIRES, FLOODING

MASS SHOOTINGS
(PHOTOS COURTESY OF PIXABAY)
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STEP STEP STEP
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“However carefully an organization goes through the steps,

and however well drawn its emergency plans are, it is the
emergency management team’s proficiency that will achieve
success and efficiency and ultimately determine the
organization’s reputation when a threat materializes and

becomes a major event.”

John Laye - Avoiding Disaster



ROLES & RESPONSIBILITIES OF “CRISIS
TEAMS AND EMERGENCY MANAGERS"” IN
ALL ORGANIZATIONS AND AGENCIES

* Decide on an immediate course of
action for a given problem, or send
the information necessary to senior
management for a decision on the
problem

* Identify and direct resources to
carry out the decisions

* Monitor how effectively those
decisions are being carried out,
adjusting direction as necessary




ROLES & RESPONSIBILITIES OF “CRISIS
TEAMS AND EMERGENCY MANAGERS” IN
ALL ORGANIZATIONS AND AGENCIES

Bring knowledge and expertise
together to deal with major events
that threaten the ability of your
organization or agency to perform its
mission (service to clients)

Gather information quickly about
what is happening

Share that information efficiently
among the team’s members




DISRUPTIVE EVENTS = “THREATS"

“Other”
Threats

Human-caused
Events

Natural
Disasters

Terrorism

Bomb
Threat

Active
Shooter/

Workplace
Violence

Cyber

’ FAttacks

Tornadoes System Failures

Hurricanes Power Failures
Floods Hazmat Incidents
Wildfires

Storms

(Biological/
Chemical)

Earthquakes Pandemics
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“Those that do have contingency
and disaster recovery plans
generally overlook the most
critical element - the human

factor.”
(Albert Marcella and Carol Stucki)



BEHAVIORAL RESPONSE TO
STRESSFUL INCIDENTS

Three stages of individual disaster response:

Stage 1 Stage 2 Stage 3

DELIBERATION

DECISION




STAGE 1: DENIAL

“This is not happening”
brain is overwhelmed

Normalcy bias and Shock
“everything is fine”

Paralysis/silence
Crowds generally become very
quiet and docile in a true disaster”

(Ripley)

“The vast majority of time,
panic does NOT occur.” (Ripley)

Distorted time perception
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STAGE 1: DENIAL EXAMPLES

Q Plane with engine failure — passengers told to brace for
crash — half the passengers “laughed”

“Bad things are really not happening to me” — patrons
refusing to leave a burning restaurant

9/11 survivors evacuating stairwells to bottom of WTC —
did not recognize “debris” as bodies on the floor.

U.S. Ambassador to Columbia/survivor of terrorist
takeover/ Arianda Grande concert bombing — “everything
turned into slow motion.”

_‘" A ™ Covid-19 Pandemic -There is no way this whole country
ANy (world) will have to be in lockdown because of a virus!!



STAGE 2: DELIBERATION

Reality begins to set in, but
not sure what to do next

“Milling” — checking in with
peers (Groupthink)

Gathering — picking up random
objects

Procrastination and difficulty with
change

Inability to be productive/problem
solve or analytical



STAGE 2: DELIBERATION EXAMPLES

Tunnel Vision — Eastern Airlines example

9/11 Survivor — walking in circles in her

cubicle before evacuating: “I was looking
for something to take with me. It was like
| was in a trance.”

Parkland and Uvalde School
Resources officers — knew shootings
were happening, but hesitated and
delayed going into schools

Working Remotely/Back to office — |
know | have to set up my home office, but
I’'m not ready to work at home/go back to
office (indecision)




STAGE 3: DECISION

TAKE ACTION

NOW /-

* Finally, take action (evacuate,
shelter-in-place or take other
action) and make decisions

* The time it takes to get to this
point differs by individual
(seconds, minutes.....or
longer)

* It may be too late in some
situations



FEAR AND ANXIETY (FIGHT/FLIGHT

RESPONSE)
IN THE DENIAL & DELIBERATION STAGES)

“Our abilities to reason and perceive our
surroundings deteriorate. We suddenly
have trouble solving problems, even
simple ones - like how to put on a life
jacket or unbuckle a seat belt.”

Fear and anxiety can cause tunnel vision -
field of sight can shrink by 70% - people
lose track of anything happening in their
periphery.

(Ripley)



EVERYONE (EVEN “CRISIS TEAM” MEMBERS) ARE
SUSCEPTIBLE TO THE STAGES IN A CRISIS

B - Don’t expect the impossible

B - Everyone will experience some form
of denial/deliberation, fear and anxiety

« #8888 - Denial/deliberation, fear and
»  anxiety will slow response time

£ . Others will step up to assist —
“people who are leaders or basket
cases on a normal day at the office
aren’'t necessarily the same in a

crisis.”
(Ripley)




How THE PANDEMIC CHANGED US...
Mental Health of employers and employees

1. Going through five stages of grief

n (denial, anger, bargaining,
DENIAL depression and acceptance)
ANGER » 2. Now - 6t stage of grief —
BARGAINING:] Anticipatory grief = Anxiety
DEPRESSION * Uncertainty about future

* Normalcy is gone = Disruption

* Virus was bad but we couldn’t
see it — how that translates to
current lives

* It has changed our lives

* Loss of safe feeling



LIFE TODAY IS DIFFERENT...
Mental Health of employers and employees

1. Difficulty working at
home/difficulty going back to an
office

2. Difficulty with children and school
translates to further anxiety for
working parents

3. Missing co-workers, missing
personal and human connections

4. Re-establishing connections with
other peers

5. “Cocooning” factors

6. Anxiety in our society leading to
difficult behaviors in the workplace:
less patience, shorter fuses, less
civility, workplace violence




THE GOOD NEWS

“The more prepared you are, the
more in control you will feel, and the
less fear you will experience.”

- Loren Christenson, Author & Police
Psychologist

“The best way to negotiate
stress is through repeated,
realistic training.”

-Ripley



Workplace Violence Prevention
Important Duties of Employers

« Duty of Care - caring for physical
and emotional security of workforce

« Duty to Supervise - undergoing the
necessary training to understand
potential risks and concerns

* Duty to Warn - obligation to warn a
person who may be a victim of
future violence

« Duty to Act - obligation to contact
law enforcement and possibly
separate employee



Workplace Violence Prevention
Threat Assessment Team (TAT)

(composed of HR, Legal, Security and possibly mental health professionals in organization)

« Available to address any
concerns on a 24/7 basis

* Have a case management
system that will keep track of
historical threats or concerns

« Listen to information about
threats and provide real time
counsel on how to address
specific situations




Workplace Violence Prevention
Important Duties of Employers

» California Workplace Violence
Prevention Act — Senate Bill 553 (SB
553)/Labor Code 6401.7

« Employers must establish, implement
and maintain a Workplace Violence
Prevention plan:

d Prohibits employee retaliation

d Respond to all reports of WPV

d Employee training and
communication

d WPV hazard assessments

d Maintaining a Violent Incident Log




Workplace Violence Prevention
If A Workplace Violence or Other Traumatic

Situation Occurs

FOR BUSINESS OR AGENCY LEADERS - PRACTICAL STEPS MAY INCLUDE:

Agree to be more flexible with employees. \Work around or rearrange
deadlines or ask employees who are handling the traumatic situation better
than others, to take over some responsibilities.

Lighten up on any restrictive office rules, such as strict hours, dress code
or any prohibition on personal phone calls. Allow employees more time to
deal with personal family matters.

Encourage employees to talk about their fears in an open setting among
others or in a closed setting with a crisis counselor. Everyone affected by the
trauma will handle this decision differently. Remind everyone about your
EAP and other available community resource programes.



Workplace Violence Prevention

If A Workplace Violence or Other Traumatic Situation
Occurs

FOR BUSINESS OR AGENCY LEADERS - PRACTICAL STEPS MAY
INCLUDE:

If your business or agency has few meetings, change the culture
and create situations where employees can come together in team or
group settings to bond and feel part of a more close-knit work
community. This can assist families of anyone affected by any trauma

Or crisis.

Be hypervigilant and aware of employees \Wwho are showing signs
that they might need more professional help. If an employee shows
sighs of mood swings, isolation, tearfulness, anger, depression or even
suicide ideation, do not ighore them. Arrange to spend more time
just talking to this individual and encourage them to be proactive in
their own health and well-being.



DISASTER PREPAREDNESS

TRAINING

Consistent training for everyone is essential

Actual
Drills

Table-Top Webinars
Exercises

Face-to-Face/
\ On-Line Training

Phishing, Data
Breach &
VEWYETLE

Simulations




TYPES OF DRILLS FOR EMERGENCY
MANAGERS

RECOVERY FROMBACK UP [ % oW ACTIVE ASSAILANT
DRILLS /DY P DRILLS

EVACUATION DRILLS ge iy | * CYBER RELATED DRILLS
3 ' VAR (

PHISHING, DATA BREACH)

SHELTER-IN-PLACE DRILLS PHYSICAL BUILDING

SECURITY DRILLS




TRAINING FOR “CRISIS TEAMS AND
EMERGENCY MANAGERS"
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mmme=s ° Discussions of possible
threats facing the
business/agency

* Focus on the most likely
scenarios

e Continued discussion on
expected psychological
reactions

B * Understand expectations
and realities of
denial/deliberation and
anxiety and grief phases




TRAINING FOR EMPLOYERS & EMPLOYEES

* Conduct table-top exercises -
essential to improving
readiness for a real disaster

* Working through exercise
scenarios helps everyone keep
emotions under control by
focusing on procedures

* Repetition is key to instinctual
response which can help
overcome “denial” and
“deliberation” phases more
quickly (muscle memory)




WHAT DOES ALL THIS MEAN FOR YOU?

As “resilience” leaders in our
organizations- we need to focus on
wellbeing and safety of all our people.

4 ‘Understand what you can control as an
;;. ‘ * [ j’, .

X y oan - emergency manager - you can't fix

kv A ,Vﬂl “everything”.

Change is inevitable - “let go” and come to
= acceptance of the “new normal” following a

o

. = crisis. Think positively.

Make a commitment to a work-life balance,
& - especially if in an office setting.

Continue to be solid, reliable and
RESILIENT in an unpredictable world



Tri-State Canine K-9 Crisis
Response Team
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CLOSING THOUGHT

“The single strongest [weapon] is a
mental plan of what you’ll do in a
certain crisis. And an absolute
commitment to do it if the crisis comes
to pass.”

(Ripley)

www. TheUnthinkable.com



SOURCE MATERIAL

1. Amanda Ripley, The Unthinkable - Who
Survives When Disaster Strikes - And Why

2. John Laye, Avoiding Disaster - How to Keep
Youkr Business Going When Catastrophe
Strikes

3. Albert Marcella and Carol Stucki -
Business Continuity, Disaster Recovery, and
Incident Management Planning

4. David Kessler - Finding Meaning: The Sixth
Stage of Grief

= Wildfire Photo (Dirk (Beeki) Schumacher -
Pixabay)

= Flooding Photo (Hans - Pixabay)
= Mass Shooting Photo (J] Gouin - Pixabay)
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(865) 789-7694
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www.knsbusinessconsulting.com

Presentation may not be used or reproduced without permission —
KNS Consulting, LLC




	Slide 1: DISASTER PREPAREDNESS AND  BUSINESS CONTINUITY 
	Slide 2: Definition of Disaster or Crisis
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30: Tri-State Canine K-9 Crisis Response Team
	Slide 31
	Slide 32
	Slide 33

